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MHorocpakTopHasa ayTeHTU(pUKaLmUa No BpeMeHuU
Time-based multi-factor authentication

MHorodakTopHas ayTeHTUdMKaLnUS ABNSETCA BaXKHbIM 3IEMEHTOM COBPEMEHHOW cucTteMbl BesonacHocTu, obec-
NeYMBatoLLMM OOMONHUTENbBHbIA YPOBEHb 3aLLMTbI NONb30BaTENbCKNX akkayHTOB. OQHUM M3 MHTEPECHBIX U NePCNeKTUB-
HbIX ee NoAXoA0B ABMNSAETCH UCMNOfb30BaHUE BPEMEHHbIX MHTEPBANOB AN OrpaHUYEeHUs BO3MOXHOCTM aBTopM3aumm.

B paHHOM cTaTbe paccmaTpvBaeTcsi KOHLUEenuuss MHOroakTopHOW ayTeHTUdmMKaummM, OCHOBaHHasA Ha BPEMEHHbIX
WHTepBanax, rae Ans ycnewHoro Bxoaa B CUCTeMy Nofb30BaTerb AOMKEH BbINOMHUTL ayTeHTUdMKauuio B onpeaeneH-
HbIl BpDEMEHHOWN NPOMEXYTOK B npegenax MUHyTbl. TOT NOAX0A NOBbIWAET 3alULLEHHOCTb CUCTEMBI, MpeaoTBpaLLas
3rioynoTpebneHne nnu Kpaxy OaHHbIX, TakK Kak gaXe Npu Hanum4mm KOPPEKTHbIX YYETHbIX AaHHbIX M Napons Bpems ans
BXO4a B CUCTEMY OrpPaHU4EHo.

[aHHbIN noaxon B CBOK ovepedb peanuayeT rpynny Mep 3awuTbl N0 OTHOLUEHUIO K MAEHTUMUKALUN N ayTeHTUN-
Kaumu, Takux Kak ayTeHTudunkauusa nonb3osBarenen ¢ NpUMeHeHeM formHa 1 napons, ayTeHTudurkauns nonb3osare-
neu ¢ NpUMEHeHNEM O4HOPAa30BOro Napons U MHoroakTopHas (AByxdakTopHasi) ayTeHTudrKauns nonb3oBaTene.

CraTtb4 BKIIOYaEeT onncaHme NpuHUUNOB paboTbl N0gxoaa, ero NPeMMyLLECTB 1 BO3MOXHbIX Npobnem, a Takke npea-
nornaraemblx CLeHapueB NPUMEHEHMUS.

Muiltifactor authentication is an important element of modern security systems, providing an additional layer of pro-
tection for user accounts. One of the interesting and promising approaches to multifactor authentication is the use of
time intervals to limit the possibility of authorization.

This article considers the concept of multifactor authentication based on time intervals, where, to successfully log
into the system, the user must complete authentication within a certain time frame, within one minute. This approach
enhances system security by preventing abuse or data theft, since even if the correct credentials and password are
available, the time allowed for system access is limited.

This approach, in turn, implements a group of security measures related to identification and authentication, such as
user authentication using login and password, user authentication using a one-time password, and multifactor (two-fac-
tor) user authentication.

The article includes a description of the operating principles of the approach, its advantages and potential issues, as
well as proposed application scenarios.
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AKTyanLHOCTb M aHanN3 CYWECTBYIOWNX PeLeHuil MHorocpakTopHas ayTeHTUUKaLUS NpUsHaHa OLHUM
MHOrod)aKTopHO# ayTeHTUdHKaLNK 13 Hanbonee apdPeKTUBHLIX CNOCOBOB 3aLUMTbLI OT HECaHK-

LUMOHMpPOBaHHOrO gocTyna. CormacHo WccrneaoBaHuio
Llenb cratby — packpbiTb KOHLUENUMio MHorogakTopHoit Google, ee BHedpeHWe CHWXKaET PUCK KOMMpOMeTaumm
ayTeHTUMUKALMM Ha OCHOBE BPEMEHHbLIX WHTEpBanoB, akKayHTOB Ha 99 NMpoueHTOoB AN uenesbix atak [2].
nokasatb NPUHUMMbI ee paBoTsl, NPUBECTU NPUMEPLI MpaK-
TUYECKOTO NMPUMEHEHUS, a Takke PacCMOTPETb NpenmyLLle-
CTBa W NoTeHUManbHbIe PUCKM AaHHOro nogxoda.
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