NMPEJOTBPAINEHHUE XUIIEHHWS HHPOPMALIMH C X)KECTKOTI'O JUCKA
THE PREVENT THEFT OF INFORMATION FROM HARD DRIVE
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IMTocTosIHHBIE YXUILIPEHUsI 3/I0yMbILUIEHHUKOB BBIHYXJAIOT COBEPIIEHCTBOBATh TEXHUKY GOPHObI ¢ Kubepyrposamu. B crarse
OIMCHIBAETCSI YCTPOMICTBO JIsi FAapaHTHPOBAHHOTO IMPeJOTBPALIEHHS MOXUIIeHUsT MHPOPMALUU C HKECTKOTO AHCKAa MepCOHAIBHOTO
rkomnbiotepa (ITK). YeTpoiicTBo onpeziesisieT TpH CTeNeHH OMAcHOCTH: He3aKOHHOe MPOHUKHOBeHMe B noMelteHwue ¢ [1K, mogxmoyenue x
K o jI0Ka/sbHOI CceTH M, HaKOHeL, BCKpbITHe crucTeMHoro Gioxa ITK. Tlpu mepBoil 1 BTOPOil CTENeHsIX ONACHOCTH OCYLECTBIISIETCS
cBeTOBasi M 3BYKOBAasi CHUTHA/NM3alMsl B MOMEIIEHHWM OXPaHbl; MPU TpeTbeil CTEelMeHW OMACHOCTH OTBETCTBEHHOMY [ eXypHOMY
IIPeI0CTaB/IsIeTCs] BO3MOXXHOCTh AMCTAHLIMOHHOTO YHUYTOXeHHUsl MHpopMaLuu Ha xxecTKoM Aricke 1K B cily4ae mOMBITKM ero saxsara
3/I0YMBILUIEHHUKOM.

The constant tricks of cybercriminals are forcing to improve the technique of combating cyber threats. The article describes a device
for guaranteed prevention of theft of information from the hard disk of a personal computer (PC). The device determines three levels of
danger: illegal entry into the premises from a PC, connecting to a PC via a local network and, finally, opening the PC system unit. At the first
and second degrees of danger, light and sound signaling is carried out in the security room; at the third degree of danger, the person on duty
is given the opportunity to remotely destroy information on the hard disk of the PC in case of an attempt to seize it by an intruder.
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