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Kanane! ynpasneHuAa BecnunoTHbIMK obbexTamu
Control Channels for Unmanned Objects

B paboTte paccMmoTpeHbl pasnuyHble BapWaHTel OpraHW3alWi Kadanoe ynpaeneHus DecnunoTHeIMWM obbexTamu.
OTMeuyeHa aKTyaneHOCTE TeMbl, CBA3IAHHON ¢ LUMPOKWM WCMONb3oBaHMeM DecnuNoTHBX CDLEeKTOB — BO3AYLUHGLIX,
Ha3eMHBIX, HAOBOAHLIX, NOAECAHLIX — B pa3Hbix oBnacTAx XO3ANCTEEHHOW OeATensHoCTH (BMaeoHabnoneHwe, Tene-
KOMMYHWKSLWOHHBIE CUCTEMBI, YNpaBNeHne TRaHCNopToM W dpyrue).

B saBucHMOcTH oT dManqeckol cpeabl M yenoBui dhyHKUMoHMpoBaHKA BecnnoTHeIX oBbeKToB MeHAITCA Buakl
KaHarnoe yNnpaeneHWs W cTPYKTypa cesaaW. Tak, AnA Bo3ayluHLIX MOryT BbiTe MCMNONbLI0BaHLl PaaMOKaHaNk! M ONTHYECKHUE
B UHPPEKPECHOM OWanasoHe, ANA HEABOOHLIX W NOABOOHBIX UANYYEHWA YNETPagMONETOBLIX ANWH BOSH.

Karane ynpaenenua moryT paboTaTe camocTOATENBHO UMK Ha Baze cylecTRyioWwEl WHpacTpyKTYpel. 3T0 OTHO-
CUTCA, HANPWMEP, K HAZEMHLIM CTAHLUMAM HW3IKoOPBMTANLHLIX FPYNNWPOBOK UMK CETAM MOBWNLHOM CBA3W C TEXHONo-
ruamm LTE, 4G, 5G.

AnA #enesHonopoKHOrS TpaHeNopTa oNTUManEHLIM BapHaHTOM YNPaBneHA W KOHTPONA Be30NacHoCTH ABMMKEHKS
ABMNAETCA OpraHu3aums komBuHWpoBaHHoro kaHana. B cTpykTypy kKomBWHWpOBaAHHOTO KaHana BXOAAT MobBunkHaA w
CNYTHWKOBaRA CBA3b, KOTOPLIE NOIBONAKT OCYLWECTENATL YyNpasneHe OBM¥EHMEM NOe300B B BECNWNOTHOM peXUME Ha
OCHOBEHMW OaHHBIX MOHWTOPMHIA CETH MEeNeaHsix Aopor.

The paper examines various options for organizing command-and-control channels for unmanned platforms. The rel-
evance of the topic is emphasized due to the widespread deployment of unmanned platforms — airbome, ground-
based, surface, and underwater — in multiple sectors of economic activity (video surveillance, telecommunications sys-
tems, transport management, efc.).

Depending on the physical medium and the operaling condifions of a unmanned platforms, the lypes of control chan-
nels and the communication architecture vary. For example, airborne unmanned platforms may employ radio-frequency
links as well as optical links in the infrared band, whereas surface and underwater platforms may use uftraviolet-wave-
length radiation.

Control channels can operate as standalone solutions or be implemented on top of existing infrastructure. This
applies, for instance, to ground stations of low-Earth-orbit satellite constellations or to cellular networks based on
LTEMG/5G technologies.

For raifway transport, the most effective approach to control and to operational safety assurance is to deploy a hybrid
{combined) channel. The hybrid channel structure integrates cellular and satellite communications, enabling unmanned
irain operation based on railway network monitoring data.

KnioueBble cnoea: kaHane! ynpasneHus, BecnunoTHele 0bbekTs!, paguocBase, atMmocdepHan onTYECcKan cBAb.
Keywords: command-and-control channels, unmanned platforms, radio communications, free-space oplical com-
munications.
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B pal’:‘-m PACCMOTPEHB PA3AHYHBIE BADHAHTEl OPraHH3alHH HaHANOB YTNIPaBACHHA fecnuaoTHEMH obberTami. Ormedena
AKTYANBHOCTE TEMBI, CBA3AHHONH € WHPOKHM MCMOMB3OBAHMEM OECTHAOTHRIX OOBEKTOB (BOZAYWIHBIX, HAIEMHEIX, HAJBOJHEIX,
NOABOAHLIX) B PasHLIX 0GJACTAX XOBAHCTBEHHON JeATENLHOCTH (BHAE0HAGNIOAEHHA, TENEKOMMYHHKALMOHHEIX CHCTEMAX, YIIPABIEHHA
TPAHCIOPTOM B APYTHX).

B sasucumocti o7 Guanteckoli cpeasl M yenoBHi GyHKUHOHHPOBAHHA GECNMAOTHRIX OFBEKTOR MEHAKTCH BHAB KaHAIOB
YNpPaBAEHHA W CTPYKTYpa CBAsW. Tak, Anf BOZAYWHBIX MOrYT ObITH HCMONBIOBAHE PAAHOKAHANEL M ONTHMECKHE B HHGpakpacHom
[AHATNAZ0HE, 1A HAJABOAHBIX H NOABOAHEIX HIAYMEeHHA YALTPAGHONSTOBRIX JIHH BOJH,

Kananst ynpasiesus MoryT paboTaTe CaMOCTOATENLHO MAH Ha Gaze cymecTsyioweil wHppacTpykTypsl. ITO OTHOCHTCH,
HaMPHMER, K HAZEMHBIM CTAHUMAM HHIKOOPOHTANBHEIX FPYIMHPOBOK HAH ceTaM MobnabHoil ceasn © Texnonoruamu LTE, 4G, 56,

Jnn wenesHoJOPOKHOrD TPAHCMOPTA ONTHMAABHBIM BAPHAHTOM YNPABAEHHA H KOHTPOAA 0e30MacHOCTH IBHKEHHA ABARETCA
OpraHHzaumua KoMOHHHPOBAHHOTD KaHana. B cTpykrypy KOMOGHMHHPOBAHHOTO KaHAMa BEXOJAT MOOHILHAS M CTYTHHEORAA CBA3L, KOTOPHE
NOIBOASIOT OCYUIECTBHTE YNPABACHHE ABHMKCHHEM NOC3N0B B GeCHADTHOM PEXHME Ha OCHOBAHHH AAHHBIX MOHHTODHHIA CeTH
IMEMEIHBIX JOPOT.

The paper examines various options for organizing command-and-control channels for unmanned platforms. The relevance of the
topic is emphasized due to the widespread deployment of unmanned platforms — airborne, ground-based, surface, and underwater — in
multiple sectors of economic activity {video surveillance, telecommunications systems, transport management, etc. ).

Depending on the physical medium and the operating conditions of a unmanned platforms, the types of control channels and the
communication architecture vary. For example, airborne unmanned platforms may employ radio-frequency links as well as optical links in
the infrared band, whereas surface and underwater platforms may use ultraviolet-wavelength radiation.

Control channels can operate as standalone solutions or be implemented on top of existing infrastructure, This applies, for
instance, to ground stations of low-Earth-orbit satellite constellations or to cellular networks based on LTE/3G/5G technologies.

For railway transport, the most effective approach to control and to operational safety assurance is to deploy a hybrid (combined)
channel, The hybrid channel structure integrates cellular and satellite communications, enabling unmanned train operation based on railway
network monitoring data,
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