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AHHOTALUMUSA:

B cTaTbe paccMaTpuBAETCsl OAMH M3 acreKToB obecreyeHnst HaAeXHOCT NMporpaMMHO-KOHdUIypupyeMbix ceteid (SDN,
Software-Defined  Networking). [puMeHeHWe Takux CeTel MO3BONAWT aBTOMATWM3MPOBATb  MPOLECCHl  YMpaBneHus U
aAMUHUCTPUPOBaHUS ceTeBOro 06OopyAOBaHMs, CyLIECTBEHHO YCKOPUTb OPraHu3auMio HOBbIX YCNyr Ans MoSib30BaTenei, OHM
061a4atoT M psSAOM APYrux NpeuMyLLecTs. HOBbIM yrnpaBsoWwmM 31eMEHTOM, “Mo3roM” ceTu SDN SIBNISIETCS KOHTPOJIEP, KOTOPbIN
BbINOJHSET (YHKUMM KOHTPONs (U3MYECKMX YCTPOWCTB (KOMMYTaTOpoB) M B TO >Xe BpeMsl B3auMMOLEWCTBYET C YPOBHEM
NpunoXxeHnin. OOHOW M3 BaXKHEMLUMX XapaKTEPUCTUK CETell CBS3U SIBMSIETCS HAAEXHOCTb, MPUYeM MO Mepe pacluMpeHust u
yrnybneHns Mcnonb3oBaHWs WMHPOKOMMYHUKALIMOHHBLIX CUCTEM PacTyT U TpeboBaHWs K MX HaAeXKHOCTWU. TMOCKOMbKY KOHTponnep
CAYXWT KJTIOYEBbIM 3/1EMEHTOM LIEHTPaAIM30BAHHOMO MeXaHW3Ma YnpaBfeHus CeTbilo, TO €ero OTKa3 WAM noTeps CBsA3n C
KOMMyTaTopaMn BefeT K HEBO3MOXXHOCTM HOPManbHOro (YHKUMOHWMPOBaHWs ceTw. Mo3ToMy 6onbluoe 3HauveHue npuobpeTaer
obecrneyeHre HaAEXHOCTU KOHTPOSJepa M €ro CBA3el C CEeTeBbIMM 3fieMeHTaMu. Ha npuMepe runoteTtudeckon cetv SDN
NpoaHanM3nMpoBaHbl HECKObKO BapWUaHTOB Pa3MeLLeHWst M MOAK/IOYEHUSI KOHTPOSIZIEPOB W PEe3epBUPOBaHWSI CBSI3EM C HUMM.
MpoBeaeHbl pacyeTbl MokasaTenel HafeXHOCTW, pe3ynbTaTbl KOTOPbIX MOKa3blBalOT HEOBXOAMMOCTb — pe3epBMPOBaHMS
KOHTPOJITIEPOB U X CBS3EH CO BCEMU Y3/1aMU CETH.

This paper discusses one of the aspects of reliability for software-defined network (SDN). The usage of such networks will
automate the management and administration of network equijpment; it greatly accelerates the organization of new services for
users and has other advantages. A new control element, the “brain” of the SDN, is a controller that performs the functions of
controlling physical devices (switches) and at the same time interacts with the application layer. One of the most important
characteristics of communication networks is reliability, and the reliability requirements are increasing with the expansion and
Intensification of usage of information and communication systems. As the controller is a key element of the centralized network
control, its failure or loss of connection with switches leads to the inability of the normal functioning of the network. Therefore, it is
important to ensure the reliability of the controller and its connections with network elements. On the example of a hypothetical
SDN network, several options for placing and linking controllers and for redundancy of connections with them are analyzed.
Calculations of reliability indicators are carried out, the results of which show the need for redundancy of controllers and their
connections with all the nodes in the network.
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