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KaHanbl ynpaBneHna 6ecnunoTHbIMM 06bekTamm
Control Channels for Unmanned Objects

B pabote paccmMoOTpeHbl pasnuyHble BapuaHTbl OpraHu3auuMu KaHamnoB ynpasneHuss 6ecnmnoTHbIMU obbeKkTamum.
OTmedeHa akTyanbHOCTb TEMbl, CBSI3aHHOW C LUMPOKMM WUCNOMb30BaHMEM 6eCcnunoTHbIX OObEKTOB — BO3AYLUHbIX,
Ha3eMHbIX, HaABOAHbIX, NOABOAHLIX — B pa3HbIX 00racTax X03sIMCTBEHHOW AeATeNnbHOCTU (BuaeoHabnwogeHne, Tene-
KOMMYHMKAUNOHHbLIE CUCTEMBI, YIpaBneHMe TPaHCNOpPTOM U Apyrue).

B 3aBucumocTn oT dmnsnyeckon cpegbl U ycnoBuin pyHKUNMOHUPOBaHUA OeCnunoTHbIX O6bLEKTOB MEHAKTCS BUAbI
KaHaroB ynpaBeHns U CTPYKTypa CBA3W. Tak, 4518 BO3AYLIHbIX MOTyT OblTb MCNOMNb30BaHbl pagMokaHanbl 1 ONTU4eckue
B MH(bpaKkpacHOM AnanasoHe, Ans HagBOAHbLIX U NOABOAHbLIX N3MNYyYEHUS yNbTPadnoNeToBbIX ANNH BOSH.

KaHanbl ynpaBneHusa moryT paboTatb CamoCTOATENbHO Mnu Ha 6ase cyluecTByoLen NHAPACTPYKTYpbl. ATO OTHO-
CUTCS, HaNpUMep, K HAa3eMHbIM CTaHLMAM HU3KOOPOUTanbHbLIX rPYNNMPOBOK UMK CETAM MOGUITbHOW CBSA3M C TEXHONO-
rmamu LTE, 4G, 5G.

[ns >xene3HogopoXKHOro TpaHcnopTa ONTMManbHbBIM BapuMaHTOM yNpaBrieHns 1 KOHTponsa 6e30nacHOCTU OBUXEHMWS
SIBNSAETCA OpraHun3aums KOMOMHMPOBaAHHOrO KaHana. B cTpykTypy KOMOGWHMPOBAHHOIO KaHamna BXOOAT MobunbHasa v
CMYTHMKOBAs CBs3b, KOTOPbIE MO3BOMAKT OCYLLECTBNATL YNpaBneHne ABMKeHMEM Noe3noB B O€CNUIOTHOM pexxMMe Ha
OCHOBaHMM AaHHbIX MOHUTOPUHIA CETU XKeNe3HbIX LOPOr.

The paper examines various options for organizing command-and-control channels for unmanned platforms. The rel-
evance of the topic is emphasized due to the widespread deployment of unmanned platforms — airborne, ground-
based, surface, and underwater — in multiple sectors of economic activity (video surveillance, telecommunications sys-
tems, transport management, etc.).

Depending on the physical medium and the operating conditions of a unmanned platforms, the types of control chan-
nels and the communication architecture vary. For example, airborne unmanned platforms may employ radio-frequency
links as well as optical links in the infrared band, whereas surface and underwater platforms may use ultraviolet-wave-
length radiation.

Control channels can operate as standalone solutions or be implemented on top of existing infrastructure. This
applies, for instance, to ground stations of low-Earth-orbit satellite constellations or to cellular networks based on
LTE/4G/5G technologies.

For railway transport, the most effective approach to control and to operational safety assurance is to deploy a hybrid
(combined) channel. The hybrid channel structure integrates cellular and satellite communications, enabling unmanned
train operation based on railway network monitoring data.
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Keywords: command-and-control channels, unmanned platforms, radio communications, free-space optical com-
munications.

BeepneHue

B coBpemMeHHOM Mupe 3Ha4MTENbHO
YBEMNYUIIOCL KONMMYecTBO obnacTten
XO3SINCTBEHHOW [OeATeNbHOCTU, UC-
nonb3yrLwmnx 6ecnunoTHble annapa-
Tbl (BnA). K 6ecnunoTHbeiM annapa-

“BectHuk cBa3u’’ Ne 02 '2026

TaM MOXHO OTHECTW BO3fyLUHble —
6ecnunnoTHble neTaTenbHble annapa-
Tbl (BINJ1A), HazeMHble, HaaBOOHbIE U
noasoaHble BNA, WMPOKO NnpumeHsie-
Mble OIS pasnuyHbIX Lernen.
BecnunoTHble netaTtenbHble arn-
napatbl akTUBHO MWCNOMb3yKTCA B

cucTemax BuaeoHabnogeHus 3a 6es-
ONacHOCTbI CcTpaTermyeckux obb-
€KTOB, B TEeNeKOMMYHUKaLNOHHbIX
cucTemax Ana peTpaHcnauuMn curHa-
noB, B KayecTee 6a30BbIX CTaHLMI B
ceTaAX MOBUNBbHON CBA3MN.
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