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Bananc adpheKTHEHOCTH U PUCKOE B ABETOMaTU3IMPOBaHHEIX CUCTEMaX yNpaaneHus
Balancing Efficiency and Risk in Automated Confrol Systems

B pafore paccmarpreaeTca Nogxod K oUeHke UenecoobpasHocTH NPUMEHEHWA WCKYCCTREHHOD MHTENNEKTa B a8TO-
MaTW3MPOBAHHLIX CUCTEMAaX YNPABNEHWA CETAMW Nepefady OaHHbiX. Ha ocHOBE KONWYECTBEHHLIX NOKasaTensl npen-
NoMeHa MOAENE, KOTOPaR YYUThBaeT Banalc Mexay YPOBHEM aBTOMATHIALUWK W PUCKaMK, BOZHUKEIOWWMA NpW BHEO-
peHun K,

AHaNW3 NPoBOAMTCA Ha TPEX YPOBHAX YNPaBNeHHA: OpraHu3aLMoHHOM, ONepaTUBHO-TEXHWUHECKOM M TEXHOMOIWE-
ckom. Mokasado, HTO Ha opraln3aLMoHHOM ypoBHe BHeopeHne MW HeadidberTHBHO 1M3-3a BLICOKOA HeonpeneneHHocTH
W KpMTHYECKHX NocnencTenit owmbok, Ha oneparMeHO-TEXHWYECKOM YPOBHE BO3MOKHO YacTH4Hoe MenonbsoRanve UK
ans BanaHcUpoBKK Harpys3ki M MOHWUTOPMHIE, HO ¢ HeoBXOAMMLIM KOHTpONEM onepaTopa. Ha TexHonorM4eckom ypoeHe
npumenedre MW npusdado vaubonee onpagfaqHeiy Bnarogaps AOCTYNHOCTY AaHHBIX B PEANsHOM BPEMEHW W BbICO-
Kol dhopManuaalvn Npoueccos.

Mony4eHHbIE peaynesTaThl NO3IBONAKT ONPEaennTs oNTUManksHsle obnacty eHeapeHua W ons noBwbileHns ynpas-
NAEMOCTH W CHKEHWA NOTEHLWANBHLIX PUCKODB,

This paper proposes an approach to evaluating the feasibility of using Adificial Intelligence in automated network
management systems. A quantitative model is introduced, balancing the level of automation against the associated risks
of Al implementation.

The analysis is conducted at three management levels: organizational, operational-technical, and technological. The
findings show that Al is ineffective at the organizational level due fo high uncertainty and critical error consequences. At
the operational-technical level, partial Al deployment is feasible for load balancing and network monitoring, albeit with
necessary human oversight. At the technological level, Al proves mast beneficial because of real-time data availability

and a high degree of process formalization.
These results help identify the most suitable areas for Al deployment to enhance network manageability and mitigate

potential risks.

KnioyeBkle CNOBA: WCKYCCTBEHHEIA MHTENNEKT, aBTOMATH3ALWA, yNPaBNeHWe CEThIO, PUCKW BHeapeHwa, adipek-
THUBHOCTL, TEXHONOMMYECKWA YDOBEHb, OPraHW3aLMOHHBIA YpOBEHb.
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Beegeune

GOBPEMEHHHE CETH nepefadn OaH-
HbIX XApaKTEPWaYIOTCH CHOKHOCTBIO,
OWHEMMWYHOCTEIO M BeICOKMMKM Tpebo-
BaHWAMKW K OTKa30oyCTORYMBOCTH. Tpa-
OWUMOHHBIE METOfbl  YNpaBneHWs,
OCHOBAHHLIE Ha DYYHOM KOHTpONE W
PEernamMeHTHLIX MAMEHEHWAX, He obec-
NEYWBAIOT [OCTATOMHYIO CKOPOCTH
peakyun Ha cBow, apganTUBHOCTL
MapLUPYTH3aLIMK 1M 3aWKTY oT arak. B
CBA3W © 3TUM BO3HWKaeT Heobxonw-
MOCTE B aBTOMATHIAUWK YNPaEneHus

C NPUMEHEHMEM WCKYCCTBEHHOMD WH-
TennexTa (M)

Uens paMHoro WCcregoBaHuA —
NPOBECTH aHanua HeoBXoduMocTH
BHeapeHuAa M B pasnuuHbie nogou-
CTEMbl YMIPEENEHWA CETHID, BLIABMTD
YPOBHKU ynpaBnexwd, rae MW npuHo-
CUT MaHCHMMANLHYIO NOMb3Y, ¥ MaTEMa-
TUMECKW [OKA38Tb, MTO €10 MpUMEHE-
Hue Haubonee adhdeKTUBHO HA TEXHO-
FIOTUMECKOM YPOBHE.

Onra atoro paspabotada Mopens
aHanwaa, B KOTOpoR rMaeHeli Nokasa-

Tens — ynpaenAemocTe ceTH (1) ¢
ENUAIOLLMMK Ha Hee (hakTopamu:

CTEMEHBID aBToMaTH3aumm (4} —
yposeHs BHeapeHus WM,

puckamu BHegpedua WA (R —
BOIMOMHEIE YIPO3bl, CBA3AHHBIE C
apTOMaTHIaUMel NpousccOB MPWHA-
THA PELLEHWI.
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BAJIAHC 2POEKTHBHOCTH H PHCKOB B ABTOMATH3HPOBAHHBIX CHCTEMAX YTITPABJEHHA
BALANCING EFFICTENCY AND RISK IN AUTOMATED CONTROL SYSTEMS
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B paﬁm'u PAcCMATPHBACTCA  MOAXGH K OQUCHKEE IJ,F.".I'TL’COI'.'IEPEI-IHDC‘I'H MPHMEHEHHA  HCKYCCTHCHHOTG  HHTEANCRTa B
ABTOMATHIHPOBAHHEIX CHCTEMAX YAPABACHHA CETHMH nepejadd AaHHBIX. Ha ocHOBE HOAMYECTBEHHBIX Noxazarene MpeAnokena
MOZEE, KOTOPAN YUHTHEAET GANaHC MEXLY YPOBRHEM dETOMATHIAMHN ¥ PHOKAMH, BOIHHEAIOWHMH npn sHeapenin HH,

AHATHD MPOBOAWTCR HA TPex YPORHAX YNPABAEHHA: OPraHHIAMHOHHOM, ONEPATHREHO-TEXHHYECKOM. H TeXHOAOTHYSCHOM,
MNokasaun, 910 Ha Opraf3dHOoHHOM YPOBHE BHEADCHWE HH HEEMEHTHHHG HM3-33 BRICOKDH HEOQNPEJIEACHHOCTH M EPHTHYCCKHY
nochescrari ownbor. Ha onepatisHo-TexHNYEcKoM YPOBHE BOIMOMHO YacTHYHoe nenoaszosanie MM gas Gasancnposri HarpysxH M
MOHHTOPHMEr, HO € HeoOXoOHMBM KOHTpoaem oneparopa. Ha rtexmonormueckom yposne npumenenne MK npusnano wanbonee
ONPABLAHKEM GAAr0Aapa SOCTYTHOCTH JAHHLK B PEANLHOM BPEMEHH H BRICOROH (OpMansaaumn npoueccos,

TlonySeHmRe Pe3yALTATI NOBROTAIOT ONPEALINTL ONTHMaTLHEE o0aacTH sreaperns M ans nossimesys ynpasasemocrn 1
CHHEHHA TOTEHIIHANLHELX DHCKOR,

This paper proposes an approach to evaluating the feasibility of using Artificial Intelfigence in cutomated network management
systems. A quantitative model is introduced, balancing the level of sutemation against the associated risks of Al implementation.

The analysis is conducted ot three management levels: organizational, operationel-technical, and technological. The findings show
that Al is ineffective at the organizational level due to high uncertainty and critical evror consequences. Ar the operational-technical level,
partial Al deployment is feasible for load balancing and network monitoring, albeit with necessary human oversight. At the technological
fevel. Al proves most beneficial because of real-time dato availability and a high degree of process formalization.

These results help identify the most suitable aveas for Al deployment to enhance network monageability and mitigate potential
risks.

Knwuenuie CroBa: MCKYCCTBEHHEN WHTEAAEKT, ABTOMATHIALHA, YNPABJEHHE CETRIO, PHCKH BHeAperns, 3erTHEHOCTE,
TEXHOAOIHYECKHI YPOBEHE, OPradH3allHOHH LA YPOBEH.

Keywords: artificial fntelligence, automation, network management, implementation risks, efficiency, technological level,
organizational level,

Mureparypa
L Hpanos HM.M. Buegpenwe Merofos HCKYCCTBEHHOTO HHTEANCKTa B ABTOMATHIHPOBAHHLIC CHCTEMB)

ynipasienun// ABTOMATHIALMA ¥ YIPaBIeHHe B ceTax. 2009, N? 2. C. 15 — 22,

2. Nerpor ILIT, Cugopos B.A. AHanna PHCKOB NPH MCTIONB3OBAHMM HEHPOHHBIX ceTell AA MOHHTOPHHIA
TEASCKOMMYHHKAUMOHHBIX cuereM// Becrsun cogpemernsix Texsonormii. zozo. N* 6. C. g8 —104.

3 Kyaneunos AJO. Maremarnveckme mogenn ann ouensn  adwpextasnocrsn Al B pacnpegesennbix
BEIMHCAHTEABHBIX cieremax. — M.: Texnocdepa. 2021 256 .

4. Csmupuor O.B. MurennenTyansHele cHCTEMBL AIATTTHBHOTO YIIpaBieHna TpadiMKoM: TeopHa W npakTHKa//
Kypuan cHcreMHoro aHanuza ¥ yopasnenss. 2022, T, 18. N# 1. C, 45 — 52.

5. bopucos E.M. BezonacHocTs M pUCKH MPH AaBTOMATHIAUMK CeTepoil HHdpacTpywTypr: yuebHoe nocolbue,
— CM&.: Murep. 2020. 192 C.

. Huxonaes .., Cokonosa MA. Henonssosanue Al 8 aHanu3e KHOEPYrpoa HA TEXHOMOIHHECKOM YPOBHE
ynpasaeumn// Tpofness nndopmannontoil Gesonacnocty. 2021. N2 4. C. 73 — 81,

7- Povanos K.B. Mprumenente MamunHoro ofy4edys npH oOHapymendH aHoManuid B cetesoM Tpadmne/
TexnoaorHn GoABMKHK AaHHEX B cHoTeMax caaan: Chopumk Tpyaos kondeperupmn, — M. MITTY. zozz, C. nz — né,

8 Nopmees AH., Jlebeaer HM.B. Metoaonorddeckmil nmogxoj K HHTErPanHH CHCTEM aBTOMATHYECKOro
YIPABACHHA H IHCTEPTHLIX pemelmi‘i,."f prmﬁ Poccuiickoit akaaemii cuaan. 2023, Moy .C 29 — 38,



