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B craTbe paccMaTpUBAIOTCS METOZABI K/IACTEPU3ALUH, KOTOPbIE HCIIONB3YIOTCS [Jisi OOHApYXXeHHsI W MPOTHO3UPOBAHUS
pacIpesie/IeHHbBIX aTaK TUMA “0TKa3 B 06cmyxuBanun’ B North-South Tpaduke reHTpoB 06paboTKM JAaHHBIX.

[TpoaHanm3upoBaHbl KJIacCUYeCKHMe W COBPEMEHHble aJITOPUTMbI KjacTepusauuu, Takue kKak K-Means, DBSCAN, OPTICS,
camoopranusyomunecs: kKaptel Koxonena. Oco6oe BHuManue ypeneHo crneundrke North-South tpaduxa, xoropsrit xapakrepusyer
B3aMMOJENCTBHE MEXJy BHEIIHMMU KIMEHTaMH M BHYTPEHHHUMH CepBepaMy LeHTPOB 06paGoTku JaHHbIX. CPaBHUTE/NBHBIM aHAIN3
BBITIOJTHEH ITO TI0KA3aTe/SIM TOYHOCTH, YYBCTBUTETBHOCTH M BBIYUC/IUTENIBHOM CJIOXKHOCTH.

PesynbTaThl McCIeSOBaHUS JEMOHCTPUPYIOT, YTO MCIO/Ib30BaHNE a/IalITUBHBIX METOZOB K/IAaCTePU3ALMH Ha OCHOBE IJIOTHOCTH
obecmneynBaer Gosee BBICOKYIO 3¢PeKTUBHOCTH MPU BbISIBIEHUH aHOMajMil B ceTeBoM Tpaduke. [IpencraBieHHbIe Pe3yIbTAaThl MOTYT
OBITh MCIIOIb30BAHBI J/IsI IOCTPOEHNUsI MHTE/JIEKTyaIbHbIX CHCTEM CeTeBOil 6e30MacHOCTH.

The article discusses clustering methods that are used to detect and predict distributed denial-of-service attacks in North-South
traffic of data centers.

Classical and modern clustering algorithms, such as K-Means, DBSCAN, OPTICS, and Self-Organizing Maps, are analyzed. Special
attention is paid to the specifics of North-South traffic, which characterizes the interaction between external clients and internal servers of
data centers. A comparative analysis is performed based on accuracy, sensitivity, and computational complexity.

The research results demonstrate that the use of adaptive density-based clustering methods provides higher efficiency in detecting
anomalies in network traffic. The presented results can be used to build intelligent network security systems.

KiroueBsre cioBa: DDoS-aTaka, kinacrepusauusi, North-South Tpaduk, nentpst o6paborku sanusix, DBSCAN, K-Means, SOM.
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Jluteparypa

1. Ester M., Kriegel H.-P., Sander J., Xu X. A density-based algorithm for discovering clusters in large spatial
databases with noise./ Proceedings of the 2nd International Conference on Knowledge Discovery and Data Mining (KDD
'96).1996. P. 226 — 231.

2. UleseneB C.B., lamuuxuit M.B., pyranes [I.A.. [IporHo3upoBaHue ceteBoro TpadprkKa U OOGHApYKeHHE
aHomanwuii B nuedppacrpykrype LIO/] Ha ocHOBe ruOpPUAHOIN apXUTEKTYypbl// DKOHOMHKA U Ka4eCTBO CHCTEM CBSI3U. 2026. N°
2 (40). C. 206 — 218.

3. Xau k., Kambep M., Iait L3. MaTennexryanpHpIil aHamu3 JaHHBIX. JJoObI¥a IMO/IE3HBIX CBELEHUI M3
GOJBIINX MaCCUBOB IAHHBIX. — M. : Bunbsmc, 2019. 944 c.

4. Kyraesckux A.B., Mypomues [.M., Kupcanosa O.B. Kiaccuueckue MeTozipl MalIMHHOTO OOy4YeHMs. —
CI16.: Yuusepcutrer UTMO. 2022. 53 c.

5. Jain A.-K. Data Clustering: 50 Years Beyond K-Means// Pattern Recognition Letters. 2010. Vol. 31. Ne 8. Pp.
651 — 666.

6. Eric J. OPTICS Clustering: From Novice to Expert in Simple Steps./ Datarundown. 2025. [D1eKTpoHHbIi
pecypc]. [lata oGpaienus: 08.11.2025.

7. Cloudflare DDoS Threat Report for Q4 2024./ blog.cloudflare.com. [Dnexrponusiii pecypc]. [Jata
obpaleHus: 07.11.2025.

8. Ankerst M., Breunig M.-M., Kriegel H.-P., Sander J. OPTICS: Ordering Points to Identify the Clustering
Structure// ACM SIGMOD Record. 1999. Vol. 28. N2 2. P. 49 — 60.

9. Kohonen T. Self-Organizing Maps/ 3rd ed. — Berlin-Heidelberg: Springer-Verlag. 2001. 501 p.

10. Koxonen T. Camoopranusyrouivecsi kaptol./ Ilep. ¢ anrn. B.H. Arees: 4-e u3p., anmekrpoHHoe. — M.:

Jlaboparopwsi 3HaHUIA. 2025. 660 C.



