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MHXxeHepHble 1 MaTeMaTuyeckue Mmoaenu 6opbL6bl ¢ MOLEHHUYECTBOM
Engineering and mathematical models of fraud management

B paHHoM cTaTbe npeactaBneH 0630p COBPEMEHHbIX MHXEHEPHbIX 1 MaTeMaTUYeCKUX NOAXOAO0B K NPOEKTUPOBaHNIO
n peanusauumm cucteMm 60pbObbl C MOLIEHHWYECTBOM B COBPEMEHHbIX TENEeKOMMYHMKAUMOHHBIX ceTax. OnvcbiBaeTcs
3Bonoumnsa MeTofoB obHapyxeHus “ppoga” ot paHHux cuctem ThOIN oo snoxm Beyond 5G, yunTbiBas pacTyLLyto CRox-
HOCTb M pa3Hoobpa3sune cueHapues “cdpoaa”, Takmx kak nogmeHa CLI, moweHHn4ecTBO ¢ SIM-BOKCOM, KOHTPONb NOX-
HbIX OTBETOB, CXEMbl HECAHKLIMOHNPOBAHHON MapLUpyTU3aumum u apyrue.

lMprBoOUTCA apxuTekTypa TUMUYHbLIX PEeLUeHUA CUCTEMbl U WMX UHTerpauum ¢ kKomnoHeHTamu OSS/BSS.
PaccmatpuBaloTcs pasnuyHble MaTeMaTMyeckue Mogenu, BKIoYasa CTaTUCTMYeckue Metodbl, BEPOATHOCTHbIE MOAENU
W KOHTPONMpyeMble METOAbI MaLUMHHOIO 0By4YeHUs, Takne Kak normctTuyeckas perpeccusi, 4epeBbs peLLeHnin 1 HEMpPOoH-
Hble ceTn. OBcyxaalTca nogoxodbl K OGHapyxXeHul aHomanui W KnactepusauuMum B HeynpasnseMblX cpegax.
[MpuBOANTCA CpaBHUTENbHbIA aHANN3 HECKOMNbKMX BeOyLUMX NnaTtdopm cucTembl 1 paccmaTtpusatoTcsa byayLume Hanpas-
nexusa B 6opbbe ¢ “pogom”.

This article offers an overview of modern engineering and mathematical methods used in designing and implement-
ing Fraud Management Systems in today’s telecommunication networks. It details the evolution of fraud-detection tech-
niques from early PSTN-era methods to the Beyond 5G environment, marked by increased complexity and variety of
fraud cases, including CLI spoofing, SIM-box fraud, False Answer Supervision, unauthorized routing schemes, and
more.

The structure of typical Systems solutions and how they integrate with OSS/BSS components are explored. Several
mathematical models are discussed, such as statistical methods, probabilistic models, and supervised machine learning
techniques like logistic regression, decision trees, and neural networks. Approaches for anomaly detection and cluster-
ing in unsupervised settings are also covered. The article compares major Systems platforms and suggests future direc-
tions for fraud mitigation technology.

KnioueBble cnoBa: 06HapyXeHWe MOLUEHHUYEeCTBa, rapaHTMpoBaHMe LOXOAOB, cucTteMa 60pbObl C MOLUEHHUYE-
ctBoM, XDR, OSS/BSS, obecneyeHne noxonos, MallMHHOe 0byyeHne, aHanu3 aHomanun, 5G/6G.
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JBonioyuus ynpasnexus
MOLLEHHU4€eCTBOM

®duHaHCcoBbIE U penyTauMOHHbIe NoTe-
pu, KOTOpble HECYT onepaTopbl CBA3U
N TeNeKOMMYHWKaUMOHHAs oTpacrib B
Lernom mns3-3a MOLLEeHHNYecTBa, UMeLoT
JONryi0  UCTOPUIO, BOCXOASLLYIO K
nepuogy TenerpagHbIX ceTen ewe Ao
n3obpeteHns AnekcaHgpom bennom
TenedoHa. B nuTtepatype cambin
M3BECTHbLIN Cry4an TenekoMMyHWKa-
LWMOHHOIro MOLLEeHHMYecTBa OnucaH B
3HamMeHUTOM pomMaHe AnekcaHgpa
[ioma cepeamHbl XIX Beka, B KOTOPOM
rpacd MoHTe-Kpucto cMor oToMCTUTb
6apoHy [aHrnapy, NnOAMEHUB Ha TpaH-
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3UTHOM y4acTKe rnepefasaemylo Tere-
rpammy. C Tex nop NpoLUO MHOTO NeET,
M 3a 970 BpeMmsi ObiNo npugymaHo 1
MCMNONb30BaHO MHOXECTBO PasnnYHbIX
TaKTUK MOLLEeHHMYecTBa aboHeHTamu,
onepaTtopamu cBs3un, HegobpocosecT-
HbIMW KOHKYpPEeHTaMu, NOXUTUTENAMMU
OaHHbIX KPEeAUTHbIX KapT, Heneranb-
HbIMW pacnpocTpaHUTeNnsMn cramMa u
apyrumu.

BaxHon nogrpynnoui rnobansHoro
OTpacrieBoro MoOLUEHHMYecTBa SABNS-
N0Cb MeXorepaTtopckoe MOLLEHHUYe-
CTBO, NPYMEPOM KOTOPOro MOXET Crly-
XWUTb NnogMeHa ugeHtudpmkaropa abo-
HeHTa. B aTom cnyvyae onepaTtop,
reHepupyowmin Tpaduk, MeHseT npe-

dukcbl ABC, BblgaBas Mexpyropog-
HUM (MexayHapoAdHbIi) Tpaduk 3a
MECTHbIN, onepaTop, TEPMUHNPYIOLLMIA
Tpaduk, Tepser 3HauUTenNbHYH 4YacTb
[0X0[0B 13-3a pa3HuLbl B Tapudax Ha
TEPMUHALMNIO MEeXAYropoaHero (Mex-
AYHapoaHOro) N MecTHoro Tpaduka.

Opyrum npumMepomMm MOXET CIyXUTb
He3aKOHHOe 3aBeplueHue Bbi3oBa MO
TexHonorun FAS (False Answer
Supervision), korga TpaH3WUTHbINA one-
paTtop, NPYHUMaOLLUIA BbI3OB, UMUTU-
pyer oTtBeT aboHeHTa M nony4vaer
OeHbrn 3a HAKkoObl 3aBepLUEHHbIV
Bbl30B, XOTA Ha CaMOM fefne Bbi3bl-
BalOLWMNN abOHEHT B 3TOW CUTyaLuKn He
nornyyaeT HUKaKuX YCnyr.

Cratblo UenuKoMm 4uTaiite
B GymMaMtHOW BepcHM XypHana



