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TECHNIQUE FOR LOCALIZING ADVERSARIAL PATCH ATTACKS
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HUJIBbHUHA Onsra BukropoBHa
(opmena Tpynosoro Kpactoro 3Hamenn PI'BOY BO “MoCKOBCKUI TeXHUYECKUIT YHUBEPCUTET CBSI3H U MHPOPMATHKN )

B faHHOI cTaThe PaccMOTpPeH CIOCO0 JIOKAIM3aUMK U YAAIEHUs] COCTS3aTe/NbHBIX MATY-aTaK Ha M300PAXKEHHSIX, KOTOPBIIA
COCTOUT U3 TTy6OKOro HeifpoceTeBOro aBTOKOAMPOBIIHMKA [/l BOCCTAHOBJIEHHUST M300PYKEHHsT U3 COCTSI3aTe/IbHOTO, 6/I0Ka BBIYMCIIEHNUST
PaCCTOSIHUSL MeXJy WCXOAHBIM U CreHePUPOBAHHBIM W300pPa)KeHUSIMU [i/Isi BBbIIEJIEHUS] HECOOTBETCTBUN MeXIy HHMH, O6/I0Ka
CTaTUCTUYECKOM JIOKATM3ALUN aHOMA/IbHBIX GPAarMeHTOB, B KOTOPOM HCITOJIB3YeTCsl a/ITOPUTM M30JIHPYIOLIEro jieca, 06pabaThIBaoLInii
IHCTOrpaMMBbl GParMeHTOB HM300paKeHU, u 6/I0Ka KIaCTepU3ALUU U MOCT-0O6pPaGOTKH /ISl TPYIIHPOBKA U OLIEHKH H3BJIEYEHHBIX
AQHOMAJIBHBIX 00J1aCTeN.

DKCIlepUMeHTa/IbHbIe Pe3y/IbTaThl TOKA3bIBAIOT, YTO MPeJIOXKEHHBII c110co6 3pdeKTHBEH B 3allUTe OT COCTSI3aTeNbHbIX MaTd-
atak. IIpu ucnonpsoBanuu anropurma YOLOV3 ¢ mpesiiokeHHBIM CIIOCOOOM 3allMThI [t 0OHAPY)KeHUsI TIelIexo/[0B B Habope JaHHBIX
INRIAPerson B yc/0BHSIX COCTsI3aTe/NbHBIX aTak MeTpuka MAP@50 gocturaer 80,97 mpoieHTa MO CPAaBHEHUIO C 46,79 MpoleHTa Ge3
IIPUMEHEHUSI CrIoco6a 3aLINTHI.

The method for localizing and mitigating adversarial patch attacks in images was proposed in this article. The proposed method
consists of a deep neural network autoencoder for reconstructing the image from its adversarial version; a block for computing the distance
between the original and generated images to highlight discrepancies between them; a block for statistical localization of anomalous
fragments, which uses the Isolation Forest algorithm to process histograms of image fragments; and a clustering and post-processing block
for grouping and evaluating the extracted anomalous regions.

Experimental results show that the proposed method is effective in defending against adversarial patch attacks. When using the
YOLOvs3 algorithm together with the proposed defense method for pedestrian detection on the INRIAPerson dataset under adversarial attack
conditions, the mMAP@50 metric reaches 80.97%, compared to 46.79% without the defense method applied.

KirroueBble coBa: cocrsizaTesibHas MaT4-aTaka, oGHapy)xeHrne 00beKTOB, IOKAIM3ALUsI aHOMaIHH.
Keywords: adversarial patch attack, object detection, anomaly localization.
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