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MuorothakTopHan ayTeHTHMOMKALMA NO BpEMEHW
Time-based multi-factor authentication

MHuorocpakTopHan ayTeHTUUKaLUWMA ABNABTCA BaMHbLIM 3NEMEHTOM COBPEMEHHON cHcTeMel DesonacHocTH, obec-
NEYMBAIOLIMM JONONHUTENBHEIR YPOBEHE 3aWUMTEI NONEIOBATENLCKWX aKKayHTOR. OOHWM W3 MHTEPECHBIX M NEPCNEeKTHB-
HbIX &8 NOOXOOO0B ABMAETCH MCNONb30BaHWE BPEMEHHBIX MHTEPBANCE ONA OrPpaHUMEHWA BOIMOMHOCTH aBTOPH3aLIMM.

B naHHoR cTaTee paccMaTpMBaETCA KOHUENUWA MHorodakTopHoR ayTeHTudMKaUMKY, OCHOBaHHaA Ha BpeMEeHHbIX
WHTEpBanax, rae AN YenelwHoro BXxoaa B cUcTeMY NonbaoBaTent AOMKeH BLINONHNTE ayTeHTUdMKaUMIo B onpeneneH-
Hblii BpEMEHHON NPOMEXYTOK B Npegenax MUHY Tl 3TOT NoaXod NoBLIWAST JalMILEHHOCTE CHCTEMB!, NPEaoTEpaLLan
3M0OYNOTPEBNEHUE MNW Kpaky OaHHbIX, TAK KaK 0aMe NP HaNMYMK KOPPEKTHBIX YYETHBIX OaHHBIX U NAponA Bpems ana
EXOJa B CUCTEMY OMpaHWYeHo.

JaHHbIi NoaXon B CEOK CYepenb PearnwsyeT rpynny Mep 3alMThl No OTHOLWEHWKD K WOeHTUDUKALMKM M ayTeHTudn-
KauuW, TAKWX KaK ayTeHTWMKAUWA Nonb3osaTtensil ¢ NPMMEHEHUEM NOMMHE W Napons, ayTeHTMdMKaLWA None3osaTe-
nel ¢ NpUMEHeHWeM COOHOPAa20B0Orc Napona U MHorodhakTopHan (ApyxdakTopHan) ayTeHTUdukaumua nonL3oearensi.

CTaTbA BKMOYAET OnWcaHie NPUHUMNOE paboTel Nogxoda, ero NPeMMyLLEecTs M BO3IMOXHEIX Npobnem, a Takke npeg-
nonaragmbix CUEHapPHEB NPUMEHEHKWA.

Muftifactor authentication is an important element of modemn securily sysfems, providing an additional layer of pro-
tection for user accounts. One of the interesting and promising approaches to multifactor authentication is the use of
time intervals to limit the possibility of authorization.

This article considers the concept of multifactor authentication based on ltime intervals, where, to successfully log
into the system, the user must complete authentication within a certain time frame, within one minute. This approach
enhances system securily by preventing abuse or data theff, since even if the correct credentials and password are
available, the time allowed for system access is limifed.

This approach, in turn, implements a group of security measures related to identification and authentication, such as
user authentication using login and password, user authentication using a one-time password, and multifactor (two-fac-
tor) user authentication.

The article includes a description of the operating principles of the approach, its advantages and potential issues, as
well as proposed applicalion scenarios.

KniwoyeBble cnoBa: MHOMOMAaKkTOpHan ayTeHTWHMKALMA, BPEMEHHBIE WHTEPBANL!, 3ALMTA YYETHBIX OaHHBIX,
OrpaHUdeHne BpEMEHH, CUCTEMEl ayTeHTUDWKAUWKM, OOHOPa3oBEIN Naponks.

Keywords: multifactor authentication, time intervals, credential protection, time restriction, authentication systems,
one-time password.

AKTYansHOCTL M AHANK3 CYIWECTRYHOWMX PELUEHHH
MHOrOhaKTOPHOH ayTeHTHDHKALMK

Lens cTtaTe — packpbiTek KOHUENUWMIO MHOrodakTopHol
ayTeHTWhUKaLUMKM Ha OCHOBE BPEMEHHEIX WHTEpBanos,
noKasaTh NpUHLWNL ee paboTel, NPUBECTH NPUMEPLI Npak-
THUYECKOMD NPUMEHEHWRA, 8 TAKHE PAcCMOTRETE NpeuMyLLEe-
CTEa W NOTEHUWaNEHLIE PUCKK OaHHOMD Nogxona.
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MuorocpakTopHan ayTeHTUdhMKaUWMA NpusHaHa oOHWUM
13 HanBonee achhekTMBHLIX cnocoboB 3allKUTEl OT HECaHK-
UMOHWpOBaHHOro AocTyna. CornacHo WCCNenoBaHMio
Google, ee BHeOpeHWE CHWKAET PWCK KOMNPOMETAaLMK
BKKaYHTOR Ha 99 npoueHToB ONA Uenesbix artak [2].
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MuorodakropHan ayTeHTHPHKALMA ABASETCA BAKHBIM 3NEMEHTOM COBPEMEHHON CHCTeMBI GE30MACHOCTH, oBeCneMHBaLIHM
JOTNONHHTENLHLH YPOBEHE 3AMTE NMOALIOBATENLCKHX AKKAYHTOB. OJAHHM H3 MHTEDECHBIX H MEPCHEKTHRHBX €8 MOAX0A0E ARTAETCH
HCMOABIOBAHHE BDEMCHHBX HHTCRBEANOE 008 OFPaHHYCHHA BOIMOGKHOCTH aBTOPHIALINH,

B AaHHOI CTaThe PAcCCMATPHBASTCH KOHUETLMA MHOTOGAKTOPHON ayTeHTHHHEALMH, OCHOBAHHAA HA BPEMEHHBIX HHTEpBANAX,
e AJA YOnemHoro BXoAa B CHCTEMY NOABI0BATENb JOHEH BHIOAHHTE Ay TEHTHOHKALMI B ONPEJeneHHbl BPeMeHHOi MPOMEKYTOK B
npefenay MHHYTH. ITOT NoAX0] NOBLMIAST 3ALMIEHHOCTE CHCTEML], NMPEJOTEPALAA AN0YNoTpedleHHe HAH KPAKY JAHHBIN, TAK Kak
JQHE NPH HAAHYHHE KOPPEETHBIX YHETHEIX AaHHEIX H NapPOAd BREMA JUTA BXOJA B CHCTEMY OFPaHHYeHO,

JanHei MoAXo/, B CBOK OMEPeib PEAHSYET rPYTINY MEP 33WHTH M0 OTHOWEHHI K HISHTHOHKAUMH U ayTeHTHOMKALHH, TAKMX
KaK ayTEHTHHKALMA NMOABIOBATENEH © NPHMEHEHHEM JOTHHA M Napoas, AYTEHTHGHKAUMA nNoab3oBATENell © NPHMEHEHHEM
OJHOPAIOBOTD NAPOAA ¥ MHOTOdakTopHaA [AByxdakTopHan) ayTeHTHOHKALMA NOALIORATE NS,

Crated BKIOMACT ONHCAHHE MPUMHUKNOE PaboTe MOAXO0A, €ro NPEHMYIECTBA W BO3MOMHBIX npodacM, a Takwe
NpeanoIaraeMbx CLEHAPHER MPHMEHEHHA.

Multifactor authentication is an important element of modern security systems, providing an additional layer of protection for user
accounts. One of the interesting and promising approaches to multifactor authentication is the use of time intervals to limit the possibility of
autharization.

This article considers the concept of multifactor authentication based on time intervals, where, to successfully log into the system,
the user must complete authentication within a certain time frame, within one minute. This approach enhances system security by
preventing abuse or data theft, since even if the correct credentials and password are available, the time allowed for system access is limited.

This approach, in turn, implements a group of security measures related to identification and authentication, such as user
authentication using login and password, user authentication using a one-time password, and multifactor {two-factor) user authentication.

The article includes a description of the operating principles of the approach, its advontages and potential issues, as well as
proposed application scenarios.
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