AHAJIN3 TEXHOJIOTUHU WIREGUARD JJIs1 PEAJTU3ALINHN VPN
ANALYSIS OF WIREGUARD TECHNOLOGY FOR VPN IMPLEMENTATION
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B rmociesHMe TOIBI IIMPOKOE PpACIpPOCTPAHEHHME KAaK B ONEPATOPCKUX My/bTHCepBUCHBIX ceTssx NGN, Tak u B
NHPOKOMMYHHUKAIIMOHHOW ceTH VHTepHeT, MO/Iyun/Ia TeXHOJIOTHsI BUPTYaIbHBIX YacTHBIX ceTeil VPN, KoTopast mo3Bossier 6e30macHo
nepesiaBaTh MaKeTHbIE JAHHBIE MEX/Y 3aJaHHBIMUA KOHEYHBIMHU I10/Ib30BaTE/ISIMH.

J1st peanvzanyy HAJIOXKEHHBIX BUPTYaIbHBIX CETEH KCIO/Ib3YeTCsI JOCTATOYHO OOJIBIION HAGOp TEXHOJOTHI M IPOTOKOJIOB
(PPTP, IPSec, L2TP+IPSec, SSTP, OpenVPN wu zp.), KXl U3 KOTOPBIX UMEET CBOM OCOGEHHOCTH W 06JIaCTH MpUMeHeHus. BpiGop
ONTHMa/TbHOU TEXHOJIOTUH B KOXXIOM KOHKPETHOM CJTy4ae sIBJIsieTCsI HeIIPOCTOM MHOTOKpUTepUabHOM 3aadeit.

B craTbe mpoaHaM3npoBaHa HOBasi TexHosorus peanusauuu VPN WireGuard, BbIsIB/€HBI ee JOCTOMHCTBA M HEJOCTAaTKU U
orpejeieHbl 06/1aCTH BO3MOYKHOTO ITPAaKTUYECKOTr0 MPUMeHEHHSI.

In recent years, the technology of virtual private networks VPN, which allows safe and high-quality transmission of packet data, has
become widespread both in NGN operator multiservice networks and in the Internet infocommunication network.

To implement overlay virtual networks, a fairly large set of technologies and protocols is used (PPTP, IPSec, L2TP+IPSec, SSTP,
OpenVPN, etc.), each of which has its own characteristics and applications. The choice of the optimal technology in each specific case is a
difficult multi-criteria task.

The article analyzes a new VPN implementation technology — WireGuard, identifies its advantages and disadvantages, and
identifies areas of possible practical application.

KimroueBble c0Ba: BUpTyanbHasi dYacTHasi cerb, TexHomoruss WireGuard, opHopanroBsast cers, npotokon UDP,
KpunrorpadpuvIecKkre MPOTOKOJIbI, OTKPITHIN/3aKPBITHIN KITIOY.

Keywords: virtual private network, WireGuard technology, peer-to-peer network, UDP protocol, cryptographic protocols,
public/private key.
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