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AHHOTALUMUA:

PaccMoTpeHa npobnema obecrieyeHus 6e30MacHOCTM  WMHdbopMaumnm B ceTax WHTepHeTa Belweit. [MpeanoxeHa
[eKoMMo3uLUmMst NpobnemMbl MO TUMYy B3aMMOAEMCTBYHOWMX YCTPOMCTB U XapakTepy B3auMOAENCTBUS. PacCMOTpeHbl CepBepHble U
BCTPOEHHbIE KOHEYHbIE CUCTEMbI, X crieundmKka U BO3MOXHbIE Yrpo3bl. C LieNblo paHXXMpOBaHWS PUCKOB, BUSAIOLMX Ha CpeacTBa
obecneyeHnss MHGOPMaLMOHHOW 6e30MacHOCTU WHTepHETa Belleil, NpeanoXeH MOAX04, OCHOBbLIBAMOWMIACA Ha  KOHLEMNUMK
“npoduneit 6e3onacHocTn”.

The problem of information security in the Internet of things networks is considered. The decomposition of the problem
by the type of interacting devices and the nature of interaction is proposed. Server and embedded end systems, their specificity and
possible threats are considered. In order to rank the risks affecting the means of information security of the Internet of things, an
approach based on the concept of “"security profiles” is proposed.

CMUCOK LUINTUPYEMOW NINTEPATYPbI:

1. Mpuka3z MUHUCTEPCTBa LUMGPOBOro pasBUTKS, CBS3M M MAcCOBbIX KOMMYHUKaLmi Poccuiickoit ®eaepaumu ot 29
mMapTa 2019 r. N2 113 “O6 yTtBepxaeHuM KOHLENUMM MOCTPOEHWUS U PasBUTMS Y3KOMOMOCHBIX GECrpOBOAHBIX CETel CBS3M
“MHTepHeTa Belwel” Ha TeppuTopun Poccuiickoin deaepaummn”/ [DnekTpoHHbI pecypc). JaTta obpawerus: 01.08.2019 r.

2. Ashton K. That “Internet of Things” Thing./ RFID Journal. Jun 22, 2009. [3neKTpoHHbIM pecypc]. [daTta
obpaweHmns: 01.08.2019 r.

3. Mercer D. Global Connected and IoT Device Forecast Update./ Strategy Analytics. May 14, 2019. [neKTPOHHbIN
pecypc]. data obpaiyenms: 01.08.2019 r.

4. Kozgauuros B. Mosr B3foMaellb: BpefoHOCHOe [0 3axBaTbiBaeT MHTEPHET BeLLen. YnCIO BUPYCHbIX aTak Ha
YMHYIO 31EKTPOHUKY BbIPOC/O B YeTbipe pasa./ M3sectusi. 17 uonst 2019 r. [DnekTpoHHbIN pecypc]. Jata obpaweHus: 01.08.2019
r.

5. MoHomapeB A.A., LlUeseneB C.B. Knaccudwmkaums yrpos ans WHTepHeTa Belleli// TenekoMMyHWKauuu u
nHMOPMaLMOHHble TexHonoruu, 2019. N2 1. C. 103 — 108.

6. Usage of operating systems for websites./ W3Tech. [9nekTpoHHbIli pecypc]. JaTa obpaluerus: 08.08.2019 r.

7. Usage statistics of Unix for websites./ W3Tech. [9nekTpoHHbIli pecypc]. aTa obpatieHus: 08.08.2019 r.

8 0630p uHTepHeTa Bellel/ PekomeHaauus Y.2060 MCI-T// June 2012. [2nexTpoHHbIM pecypc]. [aTa

obpatieruns: 08.08.2019 r.



