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Moporoskie 3HaYeHUA OBHAPYXEHWA M PacNO3HaBaHMA PaAUOCHIHANOE
The Threshold Values for Detection and Recognition of Radio Signals

Llenst pnaHHo#d cTaTed ABNAETCA 00OCHOBaHWE NOPOFOBLIX 3HAYEHWA BEPOATHOCTH OBHapYyMEHWA W BEPORTHOCTH
pacno3HaBaHWA NapameTpoB CUIHanNoE ¢ COOTBETCTEYIOLMMW CPEOCTEaMM PAOWOMOHUTOPHMHIE W CUCTEMaMKW pagwo-
CBA3N C YHETOM MCNONB3YEMEIX KNacCcOB CUIHaN0oE. MoKkazaHo, 4T0 KNAcCHHECKMM NOOXO00M ANA OUEHKW BO3MOMHOCTER
CPM 1 Mep npoTMBCOSACTEBMA MM CTana BEPOATHOCTHARA OLEHKA CKPLITHOCTM CHMCTEM paguocBasl. PaccMoTpeHo oaHo
W3 HanpageneHWid passMTHA KNaccHYeckol BEPOATHOCTHON OUEHKW CKPBITHOCTH CMCTEM PafMoCBAaN, B KOTODOM B Kade-
CTBe MNokasarenei oueHkM BoamowHocTed CPM npeanaraetcs venones3oceate BEPOATHOCTE ofHapyweHWs W Bepo-
ATHOCTL pacno3HaBaHWs NapameTpoB curHance. MpeanoeH YCoBEPLIEHCTEOBAHHLIA cnocolb BhIMMCNEHWA NOPOroBbLIX
3Ha4YeHWA BEPOATHOCTH oOHAPYHEHWA W BEPOATHOCTH Pacno3HaBaHWA pagucorHanoe. OcyllecTENeHb! pac4eTkl Nopo-
MOBBIX 3HAYEHWI ONA PA3NWYHBIX KNACCOB PAOMOCHIHANCE (NPOCThIE CUMHANLI, (ha3oMaHMNYNWPOBaHHBIE LUWPOKOMNO-
NOCHBIE CUIHANMDL), Xa0THUYECKWe CHMrHankl). MNMonyYeHbl KONWYECTBEHHEIE 3HAYEHWA NOPOroBbIX 3HaYEHWA BEPOATHOCTH
oBHapyHeHWA U BEPOATHOCTH PAcNO3HABAHWA,

The purpose of this article is to substantiate the threshold values of the probability of detection and the probability of
recognition of signal parameters to the appropriate radio monitoring equipment and radio communication systems, fak-
ing into account the signal classes used. It is shown that the probabilistic assessment of the secrecy of radio communi-
cation systems has become a classic approach for assessing the capabilities of RME and measures to counteract them.
One of the directions of the development of the classical probabilistic assessment of the secrecy of radio communication
systems is considered, in which it is proposed to use the probability of detection and the probability of recognition of sig-
nal parameters as indicators for evaluating the capabilifies of RME. Threshold values have been calculated for various
classes of radio signals (simple signals, phase-manipulated broadband signals, chaotic signals). The guantitative values
of the threshold values of the probability of detection and the probability of recognition are obfained.

Knwouyesbie cnoBa: NOpPOroBble 3HaYEHWA BEPORTHOCTWM oBHapyweHWs, cpefcTea pagWoMOHMTOPMHIE, CHCTEMB
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Beegexne

B Hactosuee BpeMAs NpoWMCXoaWT
aKTUBHOE BHEOPEHWE CWMCTEM paguo-
CBA3ZM B paianuyHble obnactu Jyenoee-
Yeckon OeATeneHocTH. CHoTemb
PagMOCEAIN NO CPABHEHWIO © NPOBOg-
HbIMKW cHCTEMaMK obnanakT onpege-
NEHHEIMK NPEMMYLLECTBAMM. Cylle-
CTEEHHO CHWMAKT 3aTpaTkl Ha CTPOM-
TENLCTED WHDPACTPYKTYPLl W NpOK-
nagky kabeneHeX NUWHKWIA ceAsu, obna-
AatoT Gonbleit obnacTsio NOKpPBITHA K
HEKOTOPLIMKM APYTAMA.

HecmoTps Ha yKkasaHHbie npermy-
WeCTBa, NOBCEMECTHOMY BHENPEHMIO
CHCTEM pafMOCBA3IM MelaeT pag
HegocTaTkoB [1] — [4]. OgHum w3
HefocTaTkoB ABNAETeR  Heobxogw-

iBectHuk ceazn™ Ne 11 '2024

MOCTE ODECNEeYeHHA SNEKTPOMAarHWT-
HOW COBMECTMMOCTA PasnUYHbIX CHC-
TEM pagWMOCEA3M W PauUWMOHANLHOro
MCNONb30BAHWA OrpaHUYEeHHOro pa-
OMOYECTOTHOMD PECYPCE B YCMOBMAX
YEENWYEHWA HKOMWYECTEa YCTPOWCTE,
YCNOMHEHWA WX XapakTepucTHk U T. 4.
[1], [2]. BeinonHeHWe ykasaHHbIX Tpe-
BoeaHwi npepctaenaer cobol go-
BOMLHO CROMHYW 3ajady, W AnA ee
PEWEHWA NPUXOOWMTCA NPUMEHATE
cpefcTea paguomonuTopuHra (CPM).
CPM noasonswT oTobpasvTe peans-
HYHO KEpPTWHY WCNONb30BaHWA pagWo-
4acToT W ONEPaTUEHO NPHUHWMATE
Mepbl no obecneqeHulo anekTpomar-
HUTHOW COBMECTUMOCTBID CHCTEM
paavoceAau.

Opyrvm  3HaYMMbIM HEOOCTATKOM
CHCTEM PafWoCBA3IW ABMAETCA Npo-
CTPAHCTBEHHAA SNEeKTPOMAarHUTHasA
AOCTYNHOCTL, CO3NaKLWAan 3NoyMbILL-
NeHHUKaM DnaronpUATHLIE YCNOBKA
ANA peany3auuy pasnuuHbIX yrpoa
MHhopMaUMoHHOR Oe3onacHoOCTH C
NOMOLLBID TEXHUYECKMX YCTpoRCTs [3],
[4]. Hanpumep, ogHOR WX OCHOBHEIX
Yrpo3 0N CWCTEMblI  pPafWOCER3M
ABMAETCA NEPEXBaT W NOCNEeayoLMA
aHanu3 anoyMbLILNEHHWKOM nNepena-
BAEMBIX CUTHANOB.

Crateio yennkom YuTanTe
B GyMaMHOR BEPCHN MYPHARA
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Leasto  aaumoll  crathn  seaAercd  oDOCHOBaHHE TOPOTOBBIX  3HAMCHUH  BEPOATHOCTH  OBHAPYWEHMA H  BEPOATHOCTH
pacno3IHaBaHMA NApaMeTpos CHIHAMOE ¢ COOTEETCTBYIMUHMH CPEJCTBAMH PAaAHOMOHHTOPHHIA M CHCTEMAMM PajIHOCHASH € YHETOM
HCIOL3YeMelx Kaaccos curianos. [MokazaHo, WTo KAACCHYECKHM NOAX0A0M Aa8 oueHkH poamowHocteil CPM 1 mep npoTHBoseiicTena
HM CTaja BEPOATHOCTHAA OUEHEAD CEPBITHOCTH CHCTEM PajHOCBAIH. Pacmo‘rpem OJIHO M3 HANPaBACHUA PAasBHTHR KAACCHYECKOH
HEPDHTI-!D‘CTHDFI CUEHKH CKPBITHOCTH CHCTEM PagHOCBAIH, B KOTOPOM B KaYECTBE nokazarencii oleHkd  BoaMomHoctein CPM
NpPeIaraeTcd HCNoAs3DBaTE BEPOATHOCTE OGHAPYMEHHA M BEPOATHOCTE PacNo3HABAHHA napamerpos curianos. OcywecTenens
pacHeTHl NOPOTOREIX  IHAYEHHIT 1A PasAMMHLIX  KAACCOB  PAJHOCHTHANOB  (NPOCTHIE  CHIHAAH,  (aZoMaBHTYIHPORAHHELE
UWHPOKONOAOCHBIC CHIHANLL, X3OTHYCCKHE CHIHAMBL), Ilﬂﬁ}"lEHH KOAHYCCTRCHHBIC 3HAYMCHMA NOPOroBRX anaueHu i BEPOATHOCTH
OOHAPYKEHHA H BEPOATHOCTH PACNO3HABAHHA,

The purpose of this article is to substantiate the threshold values of the probability of detection and the probability of recognition of
signal parameters to the appropriate radio monitoring equipment and radio communication systems, taking into account the signal classes
used, It is shown that the probabilistic assessment of the secrecy of radio communication systems has become a classic approach for
assessing the capabilities of RME and measures to counteract them. One of the directions of the development of the classical probabilistic
assessment of the secrecy of radio communication systems is considered, in which it is proposed to use the probability of detection and the
probability of recognition of signal parameters as indicators for evaluating the capabilities of RME. Threshold values have been calculated for
various classes of radio signals (simple signals, phase-manipulated broadband signals, chaotic signals). The guantitative values of the
threshold values of the probability of detection and the probability of recognition are obtained.

Knouensie ¢1oBa: NOporoBsle 3HAYEHNA BEPOATHOCTH o0HAPYNEHHA, CPEACTEA PASHOMONHTOPHHTA, CHCTEMB! PAHOCEAIH,
CHIHAMBL, TCOPHA CEPEITHOCTH,
Keywords: threshold values of detection probability, radio monitoring equipment, radio communication systems, signals, theory of

stealth.
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