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MogenupoBaHWe paguooTOHHOro GNOKMPaTOPa HECAHKLWOHWPOBAaHHbIX PAAWOKaHaN0oE YNpaBneHus
Simulation of a radio photon blocker for unauthorized radio control channels

PeaynkTaTsl aHanWTHYECKUX MCCNEeNoBEaHWA COBPEMEHHOTO YPOBHA Pa3sBUMTHA PaaMOSNEKTPOHHEIX M ONTO3NEKTPOH-
HbIX CUCTEM aBTOMaTHM3MPOBAHHOM NPOeKTUPOBaHMA NO3BONWNK caenaTe obLWMi BeiBOM, 4TO Hanbonee aheKTUEBHLIM
nyTEM MOOENMPOBAHWA MNEPCMNEeKTWBHBIX PaguoOTOHHEIX YCTPoWeTE nobore HazHayeHwsa ABNAETCA COBMECTHOE
MCNOMNb30BaHWE CNTO3NEKTPOHHOW CUCTEMBI AETOMATUIMPOEAHHOTO NPOEKTUPOBAHWA ANA PeLUeHWA 3a0a4 KoMNboTep-
HOMo MOfdenupoBaHWA BXOOALMX ONTOINEKTPOHHLIX Y3NOB W NaKeTa NpUKNaaHeIX NporpaMm obWero HasHaueHua ans
MoAenupoBaHns hyHKUMOHUPOBaHUA BCETO YCTRORCTEA.

B cratbe NpWMBOOATCH pe3ynsTaThl KOMMNBKTEPHOTO NPOEKTMPOBaHWA pagWodoToHHoro GnokupaTopa curHanoe
YNpaBneHWa HeCaHKLUWOHWPOBaHHLIMK YCTPORCTBAMM © COBMECTHBIM MCNONB30BAHMEM LUMPOKO NPUMEHAEMBIX ONTO-
BNEKTPOHHOW CUCTEMBI aBTOMATU3MPOBaHHOD NpoekTuposanua OptiSysterm u nakera npuknaaHux nporpamm MATLAB.

The results of analytical studies of the current level of development of radioelectronic and optoelectronic computer-
aided design systems have led to the general conclusion that the most effective way to model promising radiophotonic
devices of any purpose is to use optoelectronic computer-aided design to solve computer modeling problems of incom-
ing optoelectronic nodes and a package of general-purpose application programs for modeling the functioning of the

entire device.

The article presents the results of computer-aided design of a radiophoton control signal blocker for unauthorized
devices using the widely used OpfiSystem optoelecironic computer-aided design and the MATLAB application soffware

package.

KnioueBble cnosa: pagvooToHHEIR BNoKMpaTop, onNTO3NEKTPOHHBIA NPOLUECcCop, COBMECTHOE MOOENMpOBaHME,
KOMNLIOTEPHAA MOAENE, 3BE3AHAA AWarpammMa, KoadmMUMeHT ownbok.
Keywords: microwave-photonics jammer, oploelectronic processor, combined modeling, computer model, star dia-

gram, bit error rate.

Beegenne

MNpoeeneHHBIA aHanMa coBpEMEHHO-
ro MWpOBOrC YPOBHA pagWoanek-
TPOHHBIX CHCTEM NOKa3an, 4YTo Hau-
Bonee adibeKTMBHEIM NyTeM pans-
HEeWLLera Pa3BNTHA HABNAETCA NpA-
MeHeHue ana dopMmupoeaHmng, obpa-
BoTkM W pacnpefeneHWa curHanoe
METOOOE W NOAXOOoB paavochoTOHM-
KK (3apybemxHbid akeveaneHT Micro-
wave Photonics) — Hosoro memauc-
UMNNMWHAPHOMD HanpaBneHwa, Cco3a-
OaHHOTD Ha CThIKE paguoTEXHWKW W
ontoanekTpoHnkn [1] — [4]. Pea-
NHU3auWAa JaHHOMD nogxona e painny-
HbiX KMaccax COBPEMEHHBIX paguo-
BNEKTPOHHLIX CHMCTEM NPUBEOET K

fiBectHuk cea3n” Nz 06 '2026

COBEPLEHCTBOBAHWID LENoro prAga
OBLLMX TEXHUKO-3KOHOMMYECKMX NO-
Ka3aTenei, HanpumMep:

paclMpeHno kak pabovero guana-
30Ha YacToT, TaK U MIHOBEHHOR Nono-
Chl NPONYCKAHWA;

OTCYTCTBMI0 HeobXxonuMocTH Wc-
NoNL30BATE NOHMMAKLWME W NOBLI-
wawlwe npeobpaloBaTend YacToThl
W BbICOKOCKOPOCTHBIE aHanoro-und-
poBble npecbpasosarens;

IHAUWTENBHOMY  YMEHBLLUIEHUIO
noTpebnaeMon MOLWHOCTK,

NOBLILWEHWID KavecTea (OTHOWe-
HUA CWIHanNa K WyMy W TNoMEexam,
OVHEMWYECKOro OWanasoHa) pagvo-
CHIHanoe.

MomuMo aToro, BHEgPeHWe panquo-
choTOHHOMS NoaxXoga AononNHWTENEHO
NPUEEOET K YIyHLLEHWUHD TAKKX BAMHBIX
XAPAKTEPUCTME  PaanOoaNeKTRPOHHLIX
CMCTEM, KaK 3NeKTPOMAarHWTHaA CoB-
MECTUMOCTh, CTOMKOCTE K BHELIHWM
BO3OEACTBMAM (B TOM YWCNe npegMa-
MEPEHHBIM), 3KONOMMYHOCTE,

CraThio LenHKom YWTaiTe
B DyMamHOW BEPCHM MYypHana

39



MOJEMHPOBAHHE PAJHOPOTOHHOTO BNTOKHPATOPA HECAHKUHOHHPOBAHHBIX PATHOKAHAJTOB
YIPABJIEHHA
SIMULATION OF A RADIO PHOTON BLOCKER FOR UNAUTHORIZED RADIO CONTROL CHANNELS

YK 621.373.9

BEJTKHH Muxana Esceeswy (aoxtop Texanueckmx nayk), IETKHH Tumodeii Hukonaesus (acnupant),
THIPEHKOB Esrenwii Cepreenwu (acnupant)
(PIEOY BO “MHPIA — Poceniickuii TexHonoriaeckmil yHuseponter”)

PeaynpTaThl aHAMHTHYECKHX HCCAEA0BAHMI COBPEMEHHOND YPOBHA PAa3BHTHA PAAHOIMEKTPOHHBIX M ONTOMEKTPOHHEIX CHCTEM
ABTOMATHIHPOBAHHOrO NPOSKTHPOBAHWA MO3IBOAHAM CAENaTh 00U BWMBOJA, 4To HanGonee ddpeKTHBHBIM NYTEM MOJEAHPOBAHHA
NEePCNeKTHBHEIX PAAMOPOTOHHBIN YCTPOHCTR MO0Or0 HAZHAYMEHHA ABIALTCH COBMECTHOE HMCMOAL3OBAHHE ONTOIEKTPOHHONR CHCTEMB
ABTOMATHIHPOBAHHOMD NPOCKTHPOBAHHA JUTA DEIICHHA 3a/1a4 KOMOBHOTEPHOTY MOACAHPORIHAA BXOARUIHY ONTOIACKTPOHHEBIX Y308 H
NaKeTa NPHKAAIHBX MPorpasM oGLUero Ha3HAYEHHA 118 MOJETHPOBIHHA GYHKLUMOHHPOBAHHA BCErD YCTPoiicTHA.

B craree MpHEOJATCA PeaylbTaThl KOMNLIOTEPHOTO MPOSKTHPORAHHA pagnodoToHHOTe GAOKMPATOPA CHTHANOR YNPanieHHA
HECAHKIIHOHHWPOBAHHBIX }'CTDOEITTH €  COBMECTHBRIM  HMCNOABIOBAHHMCM  WHPOKD  MPHMEHACMBIX ONTOIACKTPOHHOH  CHCTEMB
ABTOMATHIHPOBAHHOMD NpoekTHpoBanua OptiSystem u nakera npukaagaex nporpamy MATLAB.

The results of analytical studies of the current level of development of radioelectronic and optoelectronic computer-aided design
systems have led to the general conclusion that the most effective way to model promising radiophotonic devices of any purpose is to use
optoelectronic computer-aided design to solve computer modeling problems of incoming optoelectronic nodes and a package of general-
purpose application programs for modeling the functioning of the entire device.

The article presents the results of computer-aided design of a radiophoton control signal blocker for unauthorized devices using the
widely used OptiSystem optoelectronic computer-aided design and the MATLARB application software package.

Kmwouessie cnopa:  pagHodoTOHHEN  GAOKMPATOpP, ONTOSAEKTPOHHBIH  NPOLECCOP, COBMECTHOE  MOJENHPOBaHHE,
KOMIBIOTEPHAA MOJENL, 3REFAHAA AHATPAMME, KOMPHLHEHT OIHGOK.
Keywords: microwave-photonics jammer, optoelectronic processor, combined modeling, computer model, star diagram, bit error

rate.

NMureparypa

L Capmany J. and Novak D. Microwave photonics combines two worlds// Nature Photonics. 2007. Vol. 1. Pp.
319 — 330.

2, Yao ]. Microwave Photonics// IEEE Journal of Lightwave Technology. zoog. Vol. 27. N2 3. Pp. 314 — 335.

3. FBenxun M.E., Curos A.C. Hosoe wanpasnenne GOTOHHKH — CBEPXBBICOKOYACTOTHAA ONTOANEKTPOHMEA [/
Pagnorexnnka u anerTpoHuia, 2009, T. 54. N2 8. C. g — gug,

4. Ypuk B.-J1., MaxKuuun [1.-J1., Buoaeamc K.-Jl, Ocxoss mukposonsosoit ¢potonukn./ Iep. c awrn. nojg pej.
C.4, Boena, A.C. Curosa. — M.: Texnocdepa, 2m6. 376 c.

5. Beaxnn M.E. Pagwodworonnwiit nogxox B paspaborke wosoro nokonends CBY pagnoanexTpoHHBIX
ycrpoitcte M cucrem/f Hano- v Mukpocucremtan rexuuxa. zo23. T. 25. Ne 4. C. 195 — 200.

6. Benxun M.E., Kysueuos E.B. INepenexrubhbie pagnodoTottbie cpejctsa rpynnosoit 4 HHAHBHAYaALHOH
paanoaneKTpoHHOH 3awuTelf/ PoToHuKa. 2024. T, 18, No 1. C. 48 — 62.

7 Rozenbeek D.-]. Evaluation of Drone Neutralization Methods Using Radio Jamming and Spoofing
Techniques/ PhD Thesis. Stockholm, Sweden. 2020, 84 p.

8. Twpenxos E.C., Hepywes B.H., Jlerknit T.H. Kanan nepegaun pagHocurtiana no onrosoaoKoHHol nnHmum/

B cBopuuke nayunbix crarveit no marepuanam VI Memxaynapognod nayuno-npakruyeckoil kondepenunn “AxryansHbie
npofiesmel H MEPCNeKTHER PASBHTHA PafMOTEXHHYECKHX M HHPOKOMMYHHKAIHOHHBIX cHeTem” (“Pagnonndorom-z024").
Mocksa. 2024. C. 789 — 791.

0. Emensanos AA., Jlerkuit T.H., Twpenkos E.C. Hccnegoranme dasossix wekamennid CBY curHana npw
nepegade no onroponokHy/ B chopuure Hayuneix crarei |11 MemxaynaposHoii Mempe joMcTBEHHON HAy4YHO-TEXHHYECKOH
koHpepenunn “KocMudeckne TexHonorud — z025". Mockea. zozs. C. 395 — 308



