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CHCTEM W HOMNNEKCOB

Noebiwexnue GesonacHocTh yoTpoicTe RFID B mHdopMauWoHHbIX CeTAX
Safety Enhancement of RFID Devices in Information Networks

B cTatee paccmaTpuBalOTCR CTPYKTYPHBIE CXEMbl CMCTEM Ha npeoMmer DB30NacHOCTH W YCTOAYMBOCTH B ChiyqanX
npeaHaMepeHHbIX BHELUHUX YTpo3, yYWTLIBanA, YTo ciucTems! RFID camu npepHasHadetsl Ana obecneyeHus GesonacHo-
CTH W YMEHLLUEHWA BIMAHWA YENOBEYECKOND hakTopa B MHGopMaUWoHHLX cucTemax. MpoaHanuanposaHo Asa Hawbo-
nee pacnpocTpadedHex Tuna RFID cuctem: BY-gwanasowa (13,56 MMy) v YBY-gwanasoua (850...960 M)
PaccmoTpeHs! MCTOUHKKW YTPO3 U METOAL! NPefoTRPaLLEHMS aTaK.

The article examines the structural frameworks of sysfems for safety and resilience in situations of deliberate exter-
nal threats, taking into account that RFID systems are designed to enhance security and minimize the impact of human
error in information systems. Two common types of RFID systems have been examined: RF band (13,56 MHz) and UHF
band (850 — 960 MHz). Sources of threats and strategies for mitigating attacks are discussed.
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Beegeune

FKOHOMMWYECKOE pazBMTHE POCcHMU HANDAMYD CBA3EHO ©
paBdTHEM W BHEOPEHWEM HaYKOEMEWX TEXHONOMMA W
pazpaboToK B pasnWyHbIX OTPacNAX NPOMBILNEHHOCTH, B
NEPBYI0 CHEPEdb B MALWMHOCTPOEHAM W 3MNEKTPOHUKE,

K TakMmM TEXHONOrMAM OTHOCWTCA M paguoYacToTHas
naeHTudukaumwa (PYK). B sapybemHuix cTpaHax oHa
nw3eectHa no abbpeswatype RFID (Radio Frequency
|Dentification). PaspaBoTarHele Ha OCHOBE JaHHON TEXHO-
NOMMK CUCTEMB! HALUNK WKPOKOE NPUMEHEHWE B paznd-
HbIX OTPACAAX MPOMBILLNEHHOCTH U ChEPE OKA3AHUA YCIYT,
npyyenm noTpeBHOCTE B TakMX CHCTEMAX EeMEerofHo yee-
NUMHMBAETCA,

C ofHoR cTOpOMB, JadHan pagMmoqacToTHaA TexHono-
rMA npepHasHauyeHa Ana obecneuenus BeaonacHocTH W
ABTOMATHIALMW Pa3nNUYHBLIX TEXHONOTM{YECKWX NPOLECCOR.
C Aapyroll — AaHHbIE CUCTEMB! RENAKTCA GNabbiM 3BEHOM
Bonee cNoMHbIX MHOPMAaLWOHHBIX CHETEM,

B oCHOBHOM MCMONL3YKTCA O848 TUNa CMCTEM © NaccklBe-
HBIMK Maprepami (yeTpoicTea 083 BHYTPEHHWY MCTOYHM-
KOB NATAHWA )

BLICOKOMACTOTHOrO gManasoda (BH) — go 13.56 MMy,
OAanbHOCTE CYUTBIBEHKA A0 10 oM. AenAoTcs Mexee Qopo-
MMM W MCNONBIYIOTCA B PaINUYHLIX CUCTEMaX 00CTyna,
TPAHCMOPTHLIX KapTax, NOrMCTHKE, MapKMpOBKE OOKYMEH-
TOE W OPYTHX NPUNCHKEHKWAX, TO0E BOIMOMHDLI Hebonewwe
PACCTOAHUS:

fiBecTumk ceran” N: 10 '2024

YNETPEBLICOKOUYACTOTHOTO AnanasoHa (YBY) — 860 —
920 MI'y (yacToTel paspeleHs B Poccun), 0ansHOCTE CHM-
ToigaHws 0o 10 M. OHM QOPOKE, HO BBICOKAA OANBHOCTh
HMaoeHTUDMKAUMKY W CKOPOCTE Nepegaqy WHopMaLMu
AENaT WX UCNoONb30BaHWE DE3anETEPHATHEHBIM.

YuuTLIBaS OTpacny, B KOTOPEIX MCNONLIYETCA paauoua-
CTOTHaA WoeHTubukauws, De3aonacHoCTs W YCTORYMBOCTE K
BHELLUHEMY BOZOEHACTBMIO ABNAIOTCA KPUTMHECKW BaEDKHbLIMK
napamMetpamu ana RFID cuetem [1], [2].

Mpuruwn pabote: cecrem RFID

Oba Tuna cucTembl MOryT DbiTh NOABEPIHYTE HECAHKUWO-
HUpoBaHHbIM aTtaxkam. OnRA Tore YyTobel NoHATL, Kak obecne-
4WTe BesonacHocTb cuctem RFID, pacomoTpuM NpuHLMN
Mx geicTteuA. B obwem cnydae cuctemy RFID, wak ane-
MEHT Bonee CrnomMoin MHPOPMAaLMOHHOR CUCTEMBI, MOKHO
NpecTaEnTe B BUAE, NOKa3aHHOM Ha puc, 1.

T

Puc. 1. OGo6weHHan cTPYKTYPHAA cxema WHGOPMaUNOHHOR
cHCTeMBI ¢ anementamun RFID

CraTuio yenuKom ywTaiTe
B GymamHo# BepCHM MypHana
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YHCTAKOB Erop Anesceenny (acimpant), TETKMH Tumodgeit Hukoaacany (cryaent)
(PTY MHP2A)

B craThe paccMaTPHEANOTCH CTPYRTYPHBIC CXCMBL CHOTEM Ha  NpeaMer GeaonacHocTd oo yeroiidMBocTd B coyMans
NPEAHAMEPEHHBIX BHEUHNX YTPO3, yurThiBas, yro cueremst REID camn npeatazHasenn jioa obecnedenin DE30NAcHOCTH M YMEHBIICHIH
BAMAHMA Menopeseckoro daxropa B nndopmanmontmy cncremax. [poasannauposano nea Hawbonee pacnpocrpanennmy tana RFID
cicrem: BU-puanazona (13,56 MIu) n YBY-guanazoua (850,960 ML), PaccmMoTpensl NCTOYHHKKM YTPO3 W METOAL! IPELOTEPALLENHA
aval.

The article examines the structural frameworks of systems for safety and resilience in situations of deliberate external threats,
taking into account that RFID systems are designed to enhance security and minimize the impact of human error in information systems.
Two common types of RFID systems have been examined: RE band (13,56 MHz} and UHF band (850 — 960 MHz). Sources of threats and
strategies for mitigating attocks ore discussed,
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