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Tauun Jvmurpuii BragumMuposud (KaHIUAAT SKOHOMUYECKUX HayK), Apape Xaguns FOcpo (aciupanT)
(T'BOY BO “Hmkeroponckuii rocyiapCTBeHHbIN HH)XEHEPHO-9KOHOMHUYECKUI YHUBEpCHUTeT”)

VHTepHeT Belieil ¥ METO/BI MALIMHHOTO OOYYEHMsI UTPAIT BAXHYIO Posb B HU(POBON TpaHCPOpMaALMK 34paBOOXPAaHEHUS,
obecrieynBasl WHTE/UIEKTya/IbHBIi MOHHUTODHMHI IALIMEHTOB M IOBBIIIEHWE KA4eCcTBA MEeAWUIMHCKUX yoryr. OfHAKO LIMPOKOe
pacrpoctpaHenre [oT- ycTpoOHCTB COMPOBOXJAeTCsI Cepbe3HBIMU YrposaMu 6e30MacHOCTH M KOHQHUAEHLMATbHOCTH MeSUIIMHCKHX
JAHHBIX, MTOCKOJIBKY TaKKMe CHCTEeMBI IO/IBeP)KeHbI pas3/IMYHbIM KrbepaTtakaM. B maHHOIT paboTe mpejcTaB/ieH CHCTeMaTHYeCKUil 0630p
Hay4YHbBIX MCC/IEJOBAHUM, TIOCBSIIEHHBIX IPUMEHEHHIO METOJ0B MAIIMHHOTO 00Y4eHMs M MCKYCCTBEHHOTO MHTe/UIeKTa st 3auuTer [0T-
cereil B cdepe 3apaBoOXpaHeHNs. PaccMaTpUBaOTCs OCHOBHbIE MTOX0/bI K OGHAPY)KEHHUIO aTaK, BBISIBJIEHUIO AHOMA/IMU U 00eCIiedeHH o
6€e30IacHOCTH MeQULIMHCKUX JAHHBIX. [IpOBeeHHbIH aHa/MN3 MO3BOJISIET ONPeAeIUTh KII04YeBble ITPOGIeMbl CYLIeCTBYIOIINX PellleHuH, a
TaKKe BBISIBUTH MT€PCIIeKTUBHBIE HAMIPABIEHUsI JATbHEHIINX UCCIef0BaHNUN B 061acTu 6e3omacHbix loT-cucTeM 3apaBooxpaHeHuUsI.

Internet of Things technologies together with machine learning methods play an important role in the digital transformation of
healthcare systems, as they support intelligent patient monitoring and contribute to improving the overall quality of medical services, while
at the same time the rapid expansion of IoT devices brings significant challenges related to security risks and the privacy protection of
medical data, since these systems remain exposed to different types of cyberattacks and malicious activities. One aspect of the study focuses
on the application of machine learning and artificial intelligence techniques for securing IoT networks in healthcare environments, another
aspect reviews how these methods are used for attack detection, anomaly identification, and strengthening the protection of sensitive
medical information. The conducted analysis helps to highlight the main limitations found in existing solutions, as well as to identify several
promising directions for future research aimed at building more secure and reliable IoT-based healthcare systems.
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